Pydio

a powerful file sharing platform

Carlos Eduardo Ribas
ribas@ime.usp.br



Introduction

Web-based file sync tool

Formerly known as AjaXplorer

Open source

Easy to use

Works with all modern browsers such as
Chrome, Firefox, Safari and |E

IPhone, iPad and Android apps



Why Pydio?

e \When using dropbox or other proprietary

solution we have:

o Lack of control
m Files are out of our control.

o Jeopardized security
m \We do not know how our files are stored and who has
access to them.

o Not always legal
m The law has to be respected. Sensitive and personal data
has to be protected.



Purpose

e Store NeuroMat's data in a safe environment
e Learn how to use Pydio



Address of the NeuroMat Server

e 00 y NeuroMat -/ "

pi

PUT YOUR DATA IN ORBIT

files.numec.prp.usp.br

Servidor de arquivos do NeuroMat

Enter login/password I~

[Coghn |

O Remember Me

v]
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Self-sighed certificate

|, The site's security certificate is not trusted!

You attempted to reach files.numec.prp.usp.br, but the server presented a certificate issued by an entity
that is not trusted by your computer's operating system. This may mean that the server has generated its own
security credentials, which Chrome cannot rely on for identity information, or an attacker may be trying to
intercept your communications.

You should not proceed, especially if you have never seen this warning before for this site.

Proceed anyway Back to safety

P Help me understand

N Safari can't verify the identity of the website
“files.numec.prp.usp.br”.

The certificate for this website is invalid. You might be connecting to a
website that is pretending to be “files.numec.prp.usp.br”, which could put
your confidential information at risk. Would you like to connect to the
website anyway?

(?) Show Certificate | | Cancel | Continue '

e You can trust this certificate!

Esta conexao nao é confiavel

Vocé solicitou que o Firefox conecte-se de forma segura a files.numec.prp.usp.br. Porém,
ndo foi possivel confirmar a seguranga da sua conexdo.

Normalmente, quando vocé tenta conecta-se de forma segura, os sites apresentardo uma

identificagdo confiavel para comprovar gue vocé estd indo ao lugar certo. Entretanto, a
identidade deste site ndo pdde ser atestada.

O que devo fazer?

Se vocé habitualmente conecta-se sem problemas a este site, este erro pode significar que
alguém estd tentando se passar por ele. Vocé ndo deve continuar.

Me tire daqui!
Detalhes técnicos
Entendo os riscos
Se vocé entender o gque estd acontecendo, pode instruir o Firefox a confiar na identificagio
deste site. Mesmo que vocé confie neste site, este erro pode significar que alguém esta
interceptando sua conexao.

Nao adicione uma exce¢do a menos gue vocé saiba que exista uma boa razdo para este site
ndo usar uma identificagdo confiavel.

Adicionar excecdo...



Main page

& Workspaces v Usuério NeuroMat 01

Workspace
NeuroMat |+ | & 5ena-
& All Folders [ Shared W Bookmarks O | & > NeuroMat $v i

W NeuroMat «» Recycle Bin
» & Recycle Bin @ 01401001748

’ Search ’ Q

© Detalls
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Preferences

& Workspaces v User NeuroO1

Workspace My Account =

My Files
Change Password &
& All Folders [ Shared W Bookmarks O | & > My Files $v &2~ | © Detalls About @

1 My Files "a” Recycle Bin Log out @
> 2014/01/17 14:04

‘ Search All Shared Elements [

» &l Recycle Bin

Edit Preferences
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Workspace

& Workspaces v Usuério NeuroMat 01

Workspace

NeuroMat

po——
1 NeuroMat «» Recycle Bin
Ll
»

3 Recycle Bin > 2014/01/09 17:48

} My Workspaces

Virtual folder (personal or :
shared with other users)
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Create file

& Workspaces v  Usuério NeuroMat 01

Workspace
NeuroMat
& All Folders [ Shared W Bookmarks
1 NeuroMat

» I Recycle Bin

‘ Search ‘ Q

© Details

Create new directory or new
empty file
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Upload

& Workspaces v Usuério NeuroMat 01

Workspace

NeuroMat

& All Folders [ Shared W Bookmarks o | #> © From computer
L)

‘ Search ‘ Q

© Details

NeuroMat
» & Recycle Bin

Upload your files
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Options

& Workspaces ¥  Usuério NeuroMat 01

Workspace
NroMat Q
W NeuroMat =~  NeuroMat & Explore
—_— = A
B NeuroMat > 2014/01/15 11.38 # Rename i
» éa Rec'ycle Bin E Recyde B|n f&] Qopy —
@ Delete options’ such Name NeuroMat
& Download as:. rename, Last Modif. 2014/01/15 11:38
@ Share copy, move,
% Shortcut delete and
Y7 Toggle Bookmark more.

Right click on a folder
shows this menu
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Download

Workspaces ¥  Usuério NeuroMat 01

Workspace

NeuroMat

& All Folders [ Shared W Bookmarks (%]

W NeuroMat
B NeuroMat
» & Recycle Bin

E=metEn

A > NeuroMat

[ Explore
# Rename
%= Recycle Bin &) copy
I Move
@ Delete
@ Share

% Shortcut

Y7 Toggle Bookmark

You can choose any option to
download

Pydio Community - Free non supported version © C. du Jeu 2008-2013 - http://pyd.io/ |

‘ Search

© NeuroMat

Folder Info i
Name NeuroMat

Last Modif. 2014/01/15 11:38




Example of how to share

Example:

Workspace Users

NeuroMat neuro01 and neuro02
NUMEC numec01 and numec02
Personal Workspace other01

e neuro01 wants to share with numec02 and other01




Share

& Workspaces v User Neuro0O1 ’

Workspace

My Files

& All Folders [ Shared W Bookmarks (<}

W' My Files
= NeuroMat-Share
» & Recycle Bin

A > My Files

Filename

i NeuroMat-Share - | 2014/01/16 13:43

Il Recycle Bin - 2014/01/16 12:49

Size Modified

To share a folder, select the folder and
click on "Share" button.

You can share with internal or external
users

Pydio Community - Free non suppor

I

‘ Search ‘ Q

© NeuroMat-Share

Folder Info
Name NeuroMat-Share
Last Modif. 2014/01/16 13:43
Meta Data

Tags

ted version © C. du Jeu 2008-2013 - http://pyd.io/ |



‘ @ Share

Share folder

New workspace

at a new public

Private Minisite (users authentification
required)




@ share

Share folder

Workspace Label | NeuroMat-Share

Description

User Access




@ share

Share folder

Workspace Label | NeuroMat-Share

Description

User Access

"Write'




Share

& Workspaces ¥  User Numec02 ’

Workspace
My Files

& All Folders [ Shared W Bookmarks O | &> My Files
I

My Files ‘ Filename Size  Modified 8 NUMEC
Grupo NUMEC
» 1 Recycle Bin % Recycle Bin ) 2014/01/16 13:53 :
Shared with me

& NeuroMat-Share
Shared by neuro01 today at 10:34

User "neuro01" sharing files with
user "numec02".
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Next steps

e [0 Yyou
o If you want to use this service, send an email to

ribas@ime.usp.br
m Asking for your credentials
m Telling me with who you will work

e Tome
o Buy a valid certificate
o Create credentials

o Create the workspaces
m NeuroMat
m Small groups



mailto:ribas@ime.usp.br
mailto:ribas@ime.usp.br

Thank You!



